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Motivation for myASn
• Current RIS usage

– ASinuse, Prefixinuse: RS
– Looking Glass: Operators
– Raw Data: Researchers

• Find an application that brings the value of an 
activity such as the RIS to LIRs
– Key: LIR Portal Integration
– Entry point to the ‘RIS Box of Tricks’ 
– Will be available to rest of the Community in some form

• Naturally, also framework for future ‘Plug-Ins’:
– Internet weather (indexes based on packet loss, delay, 

routing stability etc)
– Visibility
– Routing churn 
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Concepts: myASn
• Notification system for BGP which can generate alerts in 

cases of unexpected routing behavior
• Integrated into the LIR Portal

• Main functions:
– Monitors BGP route propagation of user-specified IP address ranges 

and ASNs throughout the entire RIS
– Generates alarm events when routing information conflicts with 

myASn user configuration
– Sends alarm notifications to email accounts

• Normally one has to go to the RIS and look for one’s 
data, now the RIS will come to you...
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Concepts: myASn (cont.)
• Three Basic Alarm Types:

1. Origin Alarm
• Am I the only AS announcing prefixes in my allocated IP address space?

2. Transit Provider Alarm
• Are my routes being announced over expected transit providers?

3. Customer Alarm
• Are my single- and multi-homed customers’ routes being announced with 

myself as the expected transit provider?

• If the answer to one of the above questions is “NO” then myASn
detects an alarm event which can depending on user settings 
trigger an alarm notification

• Alarm events and notifications are “peer-based”
• The notifications are summarised into a single email every n 

minutes to limit the amount of emails sent
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The myASn Principle
User can view alarm events, 

and set configuration
RRCUpdates GUI

Keeps track of announcements that 

conflict with user configuration 

and withdrawals that reset the 

alarm condition

Configuration 

file

“myASn-send” sends out email with alarm 

notifications according to user configuration 

(runs periodically every n mins)

“myASn-scan” scans 

RIS raw data and 

adds alarm events 

to the dBase

dBase
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Integration into the LIR Portal
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LIR Portal Integration (cont.)
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Configuration Settings
• Hold-down Time (HDT)

– Time to wait after alarm event occurrence before generating an 
alarm notification

• Hold-down Event (HDE)
– Amount of alarm event occurrences allowed before generating an 

alarm notification
• Whatever happens first triggers the notification

• Remember to differentiate between the alarm 
notifications from the different peers that are 
triggered by alarm events, and the email summary that 
lists all alarm notifications from all RIS peers every n 
minutes

• Time to Live (TTL)
– Amount of time to elapse before deleting all event occurrences and 

restarting the detection process again
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Settings: Scenario One
• myASn detects that peer A.B.C.D has sent a BGP announcement that 

conflicts with user’s settings

TTL: Starts when first alarm event detected for a peer  

myASn Generates an 

Alarm Notification 

When HDT Expires, 

and Adds It to the Log.
Hold-down Time

n seconds

• Defaults: HDT: 1Hrs, HDE: 5 events, TTL: 4Hrs
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Settings: Scenario Two
• myASn detects that peer A.B.C.D has sent a BGP announcement that 

conflicts with user’s settings followed by a withdrawal within HDT

TTL: Starts when first alarm event detected for a peer  

myASn Does Not

Generate an Alarm 

Notification.

Hold-down Time

n seconds

• Defaults: HDT: 1Hrs, HDE: 5 events, TTL: 4Hrs
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Settings: Scenario Three
• myASn detects that peer A.B.C.D has sent several BGP 

announcements that conflict with user’s settings

myASn Generates an 

Alarm Notification 

When 6th Event Occurs 

Within TTL, and Adds 

It to the Log.

TTL: Starts when first alarm event detected for a peer  

n seconds

• Defaults: HDT: 1Hrs, HDE: 5 events, TTL: 4Hrs
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Email Accounts per Alarm Group
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Alarm Message
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Summary
• myASn Concept

– Notification system for BGP that can generate alerts in cases of 
unexpected routing behaviour

– LIR Integration
– Alarms Types: Origin, Transit Provider, Customer

• GUI
– Configuration: Hold-down Time, Hold-down Event, Time To Live
– Alarm Events vs Alarm Notifications: Depending on user 

configuration, alarm events trigger alarm notifications that are
logged by myASn and then sent to email accounts in summarised 
form

• Test User Programme
– Around 200 users so far
– Mailing List: myasntesting@ripe.net
– Prototype: http://www.ris.ripe.net/myasn
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Questions, Discussion
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