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I"I'l stick it oniii too.

/ Mat t hew

Main Points - nyASn Meeting - 04.02.2004

Action Pl an:
W now have a mechanismin place that | ooks at all BGP events and tags the ones that
meet certain criteria. The next step is to aggregate them and generate al ar ns:

1. Matthew to wite down al arm nechani sm

+++
A. The Two Mechani sns that Trigger Al arns

The first mechanism which is based on the al armevent counter, can be nani pul ated by
t he Hol d-down Event (HDE), a threshold, and the Tine-to-live (TTL), a nonitoring

peri od. Wen the counter exceeds the HDE within or equal to the TTL an al arm shoul d be
triggered by myASn. The second relates to the longevity of the alarmevent's condition
in 'active' state. Acondition is '"active' until the peer that announced the

"of fending' NLRI sends out a withdrawal for the exact match of that prefix. The Hol d-
down Ti me

(HDT) is the sole user-configurable setting that affects this mechanism If the
"active' state continues for a longer duration than the specified HDT then an al arm
shoul d be triggered. The alarmconsists of an entry for the 'offending peer in an
emai | summary, which is sent to the user at regular tine intervals.

These processes operate independently of each other

B. Definition of (Oigin) AlarmEvents and the Hol d-down Event (HDE)

Al arm events are nonitored and generated per peer for each RRC. A counter shall be

i ncrenented by one when a particular peer 'offends' the user configuration of 'what is
expected' by forwarding to the RRC a BGP announcenent with NLRI that is inconsistent
with expectations. |If the counter surpasses the user-configurable HDE value within or
equal to the TTL, an alarm should be triggered by nyASn

In the case of Origin alarmevents, we nmonitor ranges of |P addresses, ie 'address
space'. This inplies that 'offending’ NLRI with both exact matches and nore specific
prefixes in regard to that address space shall increase the above nmentioned counter,
for

i nstance:

- 10.10.0.0/16 has been allocated to ASxxx by RIPE NCC, and is nonitored by myASn

- Assune peer A B.C.D announces 10.10.0.0/16 and 10.10.192.0/18, while peer D.C. B. A
announces 10.10.0.0/16, 10.10.0.0/17, 10.10.128.0/17 and 10.10.192.0/18 to RRCnhn as
originating from ASyyy.

- This scenario should increment the al armevent counter by two in the case of peer
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A.B.C.D and four in the case of peer D. C B. A
The HDE does not take into account w thdrawal s.

+++

2. Desired Alarm Types (Janmes and Al exis worked out regexps towards the end of neeting)

"Transit of Transit

"Custonmer' with exceptions for nultihom ng
"Oigin

"Transit'

+++
Si nce changing the way the regexps behave (the entered regul ar expression now i ndi cates
the normal routing) these can be things (for a nmyASn user AS123; customers AS1001,
AS1002 and AS1003; and transit providers AS10 and AS20)
l'i ke:
"Custoner Al arnf

\b123 (1001] 1002| 1003)\ b

generates an alarmif any of the three custonmer ASes appear through an
AS ot her than AS123.

\b(123] 999) 1001\ b

An mul ti-hom ng exception - the alarmis generated if customer AS1001
i s seen other than behind AS123 or AS999.

(If there are known to be no further ASes dowstream of the customer
ASes then the second "\b" would be replaced by a "$")

"Origin Alarnm
\ b123%

Generated an alarmif the configured address range originates from an
AS ot her than AS123.

"Transit Al arnt
\'b(10] 20) 123\b

Generates an alarmif AS123 is seen other than through the two know
transit providers AS10 and AS20.

"Transit of Transit"

Sinply add additional ASes to the left of the normal "Transit"
pattern.

+++

3. Install current software on Cherry (Al exis),
G ve accounts to internal users for testing (Matthew)

4. Build a WWVI/F that allows the user to easily create/nodify/delete the
real alarm conditions. (Al exis)

5. Inplenment code that takes the tagged events and generates al arns.
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(Al exis)
6. Send enmil when an alarmoccurs. (A exis)

7. Interface WWVpages to the other RIS tools, simlar to the hyperlinks
el sewhere on the RIS pages. (Al exis).

8. Mgrate existing users
9. Provide non-LIR workaround (?)

When we have this, then have the basic functionality: |ook at incom ng BGP, tag
rel evant events, aggregate into al arns.

ACB:

- Provide D Knight with account for K-root nonitoring
- Later issues: Mgrating current users, non-LIRs, Summary ensil

Next meeti ng:

25.02. 2004 at 200pm (Viéd)



