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Lab Exercise
• Deep dive into an important Internet outage 

- Cloudflare, 21 June 2022 

- https://blog.cloudflare.com/cloudflare-outage-on-june-21-2022/
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Step 1: Avoiding Data Overload!
• Distill a small dataset to work on 

- How would you do this? 

- How much time will this take you? 

• Can you use RIS live? 

• Bviews? Updates?
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Some background
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With Pre-filtering already done
• My choice: Only using 3 RIS peers (ie. 3 vantage points) 

- ("rrc01","195.66.227.163"), # Telia, AS1299 

- ("rrc25","130.117.255.1"), # Cogent, AS174 

- ("rrc01","195.66.224.138"), # NTT, AS2914 

• Why these peers? 

• What is the location of these peers? 

• Does it matter? 

• https://github.com/emileaben/event-as13335-2022-06-21
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Now: Insights!
• What insights can you get from this small dataset 

- How many prefixes were withdrawn? 

- Do all peers see the same prefixes withdrawn? 

- Was public DNS (1.1.1.1) affected? 

- Pick a prefix that was withdrawn 

- Time between first sign of trouble and withdrawal? 

- Does it matter? Why (not)? 

- Is there a difference between the 3 vantage points? 

• Goodie for coolest insight?
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